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Sean McBride, PhD
• 2006 SFS Graduate (MBA)

• 2006-2009 INL
• Precursor to ICS-CERT

• On first vulnerability disclosure coordination call

• 2009-2016 Critical Intelligence – iSIGHT – FireEye/Mandiant
• Worlds first CI/ICS threat intelligence company

• Top flight customers

• Acquired by iSIGHT Partners

• Director of ICS Cybersecurity

• 2017 ISU 
• Stood up country’s first (and to date only) Industrial Cybersecurity degree program

• 2023 Director of Informatics Research Institute

• 2021 PhD La Trobe University ( Jill Slay)
• Thesis: Foundation of Industrial Cybersecurity Education and Training
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Searching for a standard
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Deficiencies to address

• Missing methodology and raw data that 
support claim to validity

• Missing description of what is “OT” or 
“industrial” cybersecurity
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Strawman

https://inl.gov/wp-content/uploads/2021/02/ICS_Workforce-ManagersGuide2021.pdf
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Survey
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Survey 
Questions 
Overview

~300 total questions

1. Respondent Background

2. Foundational ICS knowledge

• Five categories

• 41 Topics

3. ICS Cybersecurity knowledge

• Four categories

• 29 Topics

Three Sections

• Rate relevance on a scale of 1-10

• Choose: Keep as is, Change, Remove

For each category and topic
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Respondents: New Voices!
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Disposition of suggestions:
Foundational ICS Knowledge
• Each response reviewed on its own merit

(without considering respondent background)

• Of the 461 atomized responses, 275 (60%) were incorporated

Final disposition Count
Directly accepted 90
Indirectly accepted 156
Note made in guidance document 29
Referred to cybersecurity section 53
Insufficient detail provided 53
No change 80
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Dispositions of 
Foundational ICS Knowledge

Red == changes due to respondent suggestions
Blue == additions after review of suggestions
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Anecdotes for 
Foundational ICS Knowledge
In cybersecurity it is not necessary to understand process 
variables, it is important to focus on the infrastructure. 

VFDs -- Irrelevant to the cybersecurity discipline.

A cybersecurity hazards assessment it's unnecessary. The 
only thing necessary is the architecture of the ICS. 
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The Document
Essential reference for 
students and educators

3 Sections:

• Environment

• Foundation

• Superstructure

- 125 Pages

- 579 entries

- 7 hierarchical levels
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Publication!
• ISA (April 2024)

• ISAGCA Webinar 

• ISAGCA Blog 

• Research materials hosted on ISAGCA Learning Technical Resources, 
(Training, Education, & Org Capabilities) include:

• Curricular Guidance: Industrial Cybersecurity Knowledge (Link)

• Analyses Survey question and Survey response data 

• ISA OT Cybersecurity Summit in London, June 2024

• Academic Journal/Conference (November 2024)
• Academic paper on effort and results

https://isagca.org/hubfs/2023 ISA Website Redesigns/ISAGCA/PDFs/Industrial Cybersecurity Knowledge FINAL.pdf?hsLang=en&_gl=1*px6gw1*_up*MQ..*_ga*MjAwMzgwMzAwLjE3MTQ0MTQ4NTA.*_ga_8NJE7L4X75*MTcxNDQxNDg0OS4xLjEuMTcxNDQxNDg1My4wLjAuMA..


© 2024 by the International Society of Automation (ISA). All rights reserved.

 

Next Steps

• New ISA99 WG15: 
Automation and Control 
Systems Workforce Security 
Competencies and Models

• DOD and NIST have well-
developed work roles and 
pathway documents for 
non-OT roles 

• Need to refine and publish 
OT-centric Roles, KSABs, 
Tasks 

• Use cognitive and 
behavioral approaches

• Develop model curriculum

• Align with current NIST NICE 
and DOE CIE efforts
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Sean McBride

SeanMcBride@isu.edu
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Learn more  |  www.isagca.org

Be Part of the Movement to 
Prioritize OT Cybersecurity

Change the Culture

Recognize cybersecurity as a fundamental workplace tenet 

alongside functionality, efficiency, and safety



ISA Cybersecurity Resources
Free guidance, training, and more:

ISA Global Cybersecurity 
Alliance - www.isagca.org

A collaborative forum  to advance 
OT cybersecurity and 
understanding of ISA/IEC 62443

ISASecure
www.isasecure.org

The world’s leading 
conformance 
certification program 
for ISA/IEC 62443

ICS4ICS
www.ics4ics.org

Improve how cybersecurity 
incidents are managed with 
training, processes, and 
exercises

Get involved:

• ISA/IEC 62443 standards available from ISA (free access with ISA professional membership!)
• Cybersecurity training and certificate program
• Help develop the standard – open to all at no charge – www.isa.org/ISA99 

http://www.isagca.org/
http://www.isasecure.org/
http://www.ics4ics.org/
https://www.isa.org/standards-and-publications/isa-standards/isa-iec-62443-series-of-standards
http://www.isa.org/membership
https://www.isa.org/training/training-courses-by-topic/connectivity-and-cybersecurity-courses
https://www.isa.org/certification/certificate-programs/isa-iec-62443-cybersecurity-certificate-program
http://www.isa.org/ISA99
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